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(54) INTER-PRIVATE-NETWORK CONNECTION SYSTEM AND ITS METHOD BY IP MASQUERADE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To effectively utilize a global IP address. 
SOLUTION: The inter-private-network connection system by an IP 
masquerade to connect private networks with an IP masquerade 
function via the Internet is provided with routers 40, 50 that are placed 
to each private network and have an OP masquerade function. The 
router 40(50) has a port number reservation table 40C(50C) that stores 
in common a plurality of reservation host names for the terminals 
requesting connection in advance and a plurality of internal recognition 
port numbers corresponding to the reservation host names respectively, 
each router references the port number reservation table and uses an 
internal reservation port number for a sender port number of a packet in 
the case of connection to the Internet, recognizes a reservation host 
name from the internal reservation port number used for the packet 
sender port number in the case of connection to the private network, 
and gives the packet to the terminal with the recognized reservation 
host name. 
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[»«Fi»*<0«H] 

i p-vxtju-bizx&Tyj^-b^/bv-rfSm 
fjfar^-f "<>-h*-y hV-^<7)#«tcig^^ix, I P 

l-fr&Wm&Z1x&im.<r>mk<r> : ?%)*A\-&. 1512 

W&V—fte. BufB^y*— *«y h'^OSNSWfcs Iul2 
;K-b#^i&x-7^£#HBLT. h^flx: 

LTiifBflSmW-bS-^Srffl^ 
MIB/l^te. MIBT54<-h* y b?-?^<7>i*ii5l 

nmmmTvx- bm^t Lxm^titzWtt&wb 

fB^tfX b£oSg*£mifa^7- -y h b 
b^h I P^lz-KCim-fv-h^-yhV- 

[fS#«2] MI^-^«#««±. DHCPtStgSrffi 

^•CBuiasa^'-f-^iE^^r-r?. hmz^m** b& 

SrffJST, DNS^tg&fflvvCx-77HtylB--r 
>?-* y h&ftLXttfa1-&ffiai>\'-?lzmmz : ffl 

[ Sfc&ig 3 } fiflB*- h ##^-*-J^- TTWi s tSlfc?) 
WErtamW*- h#*tc*«6LTfi I P T Y VXtt 

I PTbUXb LXwlsZ&l PTFl^#fflv^*x&J: 

^m^t^att^, »:£jf i£fam?)i pvx 

A. 

[»*«4 3 fufB-f >"?-* y h"vco»IW*«c« ifrlB 
^-M^Tit!lf-^^#5IL. MIB;U-^{±. rVr 
■y b <9>*{l7G<-tf- » > *jr >y h fMSfijfcT 

7 -f M P T b' l^X fc L T fflv vfcftEiR I PTHU 

fc-r*. ta*^3iciatg«oi pvx*i/-Kfcj:sr7 

[ M# # 5 ] fitBmfiyt *?- b 
fi3fc7'7-f"<.-b I PTFl/Xt LTJB^MB^I P 

Tb'uxiztfmLxmzx- b&HW>T-yMzim 

l^-h'tiSr^-f^-N^-y b7-?P B 1&^>'X'T 
A„ 



i PTYvx\,znmLxmm9ty^-x.)vi ptku* 
jffi»«i!:j#iit^, mimsizimni p-? 

fA. 

[«**7] 1trfB^-h#-^f i ^-7'/l'^»§^ 

Sfcfflfrr £ - 2r!»^tt-ri» . 1 KIB$<D I P 

vj^^-Ktci&T^^-M-y b7— ^HttttJ' 

[fg#JS8] f?tE7"9-r<-b*y h7-?^I 
li. EW-yh7-7. 4y?-* vY*itLXfthtl 
iZbtftmb-tt* W^iBl^fBK^I P^X^l^- 

•y b7-:?|S]£ I PV^^^-K^SgTif^-r^^cO 
I P7^1/- HCJ:5r5>f<-h*7 bV-^HSc 
tfcfrmiZteUX, 

imiTyJK-b*"/ Y r 7—7<r>&*\,Z)V—?Zm.tf 

x. m&v-fizi p-?z.*!u- vmrnzy-x-hz-tt 
zxnb. 

\-&cr)%.* ^zn^-rt mm.nn&i'mx- bm 
^ ^ cox- b #-to$t— 7>vx*m<,z$m-t 

ffibv-9\t* mfia>f b^nmwmiz^ ttna 

mrlB;P-^<i. mriB7°5-f ^-b*y b^-^^co^M 
WKflBjifiTt;^- L.Tfflv^ix^Hlfiai*ia5^ 

ib^^x b&ny&mzmv^ >y h 5:jg-riss:«i^ 

[000 1] 

•7X*P-Ktcj:^7°9-f^-h^ y hV-^'ISfiii' 
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7h7-?100, 200li, WAN (Wide Ar 
ea Ne t wo rk ; v b*?—? ) 011300 

izmmzft. s^tcwANiasssoo^^-tT^v^- 

*-y ^4 0 0{^«gg$i^TV^|, t , WAN0H3OOIC 
»±. fl^fcf. ISDN (Integrated Ser 
vice Digital Network: fg-£-r v 
^A'-tf"— t'^JB) , ATM (Asynchronous 
Transfer Mo d e ; ^ISJflMSiM*— K ) W 

mm^tix^xhx^. 

[00033 75-i^-h*7b7-^ 1 OOWi?^ 
^fryhS^PCl (Personal Comput 
er) . 4 y?-*-y h4 0 0WJt-A'ffi*PC3^ 

0 Otti'f * y M--t^raA^ ^— *%r*-T 
S^r'-r-^x^ I SP6, 7#i£lf£>;fu ^'-J-^x-f 
ISP6. 7«WAN4 0 0t'f^-^7f4 0 0{: 

oralis® 

[0004] r^^-M-y h?-? 1 00, 200 

fto. ^•yMilPTFl/Xkf-^ki'W 
0 . I P7F U-Xfi-r— ?Oi£fl7G IPTH^t -r- 
??>51fi5fcl PTFl/AkA>W4. /W-?4t2I P 
(Internet Protoco 1 ) 
(Ma s qe r ade ) tSUS:^- VXtflx 

-Hitliirj^^-b^v h?-? i o orttcr^-r 

1!mtfWm\,z4 b 4 o otc|S]B#^MS*$r 

fHi:, y hcoW^ll7COT7^-<-h I P7K 

[0005] ZOXvizLX . r?>C<-f*7h7- 

7io o*^-fy^'^400[:Sttl.^7^7 
ybS*P c l affiRoMStttf l ^^/o-;^ I 
P7Ki/Xt»^l>. ffi*. ;^5(iNAT (N 
etwork Address Translatio 
n ) mmZ^-X- . N ATJSIgtiT 5>f h I 
P7HWXt/n-A/H PT Hl^xtS: lMlt'tBS 

t=a»-ri«fflgtr2bs. 75^^-h*7 by-? 20 

OPHzTvJ^—h I PTHU-XSrqrr-Slf— ASS*2 
V—>*ffik2<r>W$lW<iry b 
X'ti&im&Zytwyv-;^ IP7H UX<?>&* *i75^ 
^— h I PTHW^fc^^ix^. ZOXolzLX. -f 
> 9-%- -y b 4 0 0 A ^- h * «y 1- V—9 2 0 

OKS^ix&^-^JfcP C 2O1®Kc0RI^^A*pT 
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[00 07] y—J<i%M2tf4>?-*-yb4 00£U 
&Hrf. lS«twWAN[5I|i|3 OOSr^i^-^-f ^h?* 
-yhtSmzXtUi. 7n—*<A>l PTYU^K^M 

mtmktt. w>L.77^^-h*7b7-^io 

0*'^.WANIhI||3 0 OSrig&LT-'f V*— * y h4 0 
O-^cOf-vV^t. 7?-f^-f*-srh7-?100 
«^WAN|sIS!3 00S:ig4U^7^7yb*7h7 
— 7 2 0 0A.<7)f->ry*/K H-2f-v>-^f)WANIll 

[0008] Lfc#o T . *g^ttJJBffHj££&» 
T, ^n-AyP I P7 HUX* 1 oA#t5fcW. -f 

W A N ®$g £ 1 f - * >- *;H£»»t* i i: Sr ^TfllKt- & 
I P7^U-b'CiS77^<-N*-y r-^-^HHS 
ttS'.fc-r A&ttfrS* i 1 £ SWfc -f £ . 

[0009] 

•y h^-^S^ I PV^^^-HflSigT^gE-r^it^CD 
I Pvx*U-Ht:J:S77^<-h*7h7-» 
^XxAfcfcivt, tiFfer^-f^-r^-y h«7-7<0 
^teaWtfeJu IP7X*l/-V«ffl^ttS;l'-^ 

^-b^m-my-ytv^L. 9fne;w-7{i, wte-f 
y^-^-y h^^fif^, amx-bm^my-y 
tn&mvx. >vr-y bnmmTtx-b^b Lxms. 

K-b*vby-'7'^<r>mmiz. m^-bm^m 

Lxm^bivfizmiftm-mx- bttupm&fcx b 

m^y-y b zm-z t zmit-i- h \ p-?*#u- biz 

X&y^j^-b^-y b r 7-7fflWfil>'Z.r-J*Zm&rt 

[ooio] ze&mz* <o » i p-?x/ju- bmmz 

£Y)yyJK—b* y bV—7frh4y9—*v b^<F> 
W^W^^ZM 1 -onyu—y^V I P r vv-ytfhtuf 
K-b&^1fy : T-yiVZm83-&Zbl l zX.*)4 
y?-* y bfrtoyj-i*^— b* y bV— 

mmzi> i rxr>yu—y^v i pt YVZsWfotat&wn 
x\ yn~j <<>v i PTb uyco^msm^wtt'h & . 
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[00113 Zco^mzX 0 , WZH>- 9<r)&« <7)X- 

rtS5^^- b&mzttm Lxfo i p r h u-x i&fr- 
tx-mmzom t . - y h w^ft^r 9 ^ m p 

TYV^t L"C filBiR I PTKUX^fflV>t*l.-SJ: 3fc 
U Hute^>-^-^--y h^co^^K, buIBjK 

-bS-'H^-Ttt'MHHU MIB/l—^ii. Wrt 
V omiElttf- b #-§-i0#-? £ - bOj*fi$fc7°5 

[0012] ^cO^S^J: 0 , -f b*H*"H: 
yc>- >y b c05M«7C.-K- hfWWiWWTIW- b# 

WWiaOlSii&rtSTUiK- httiffttofcx b£ 

y\'r-y h^j*^l5fe7°7 -f^-b I PTHP-^ttrfflV* 
fcflWE« I P7H UXfcJMJUTtnBtf- b»9^»r 

„ hy-^A.cOjtcO^mc fill PTFV'XtCJMSL 
T^"ir y b<7>MfI5fcK- bS^-JiilHtSfcTrM b I 
PTbL-Xtc^SitS,. 

[ 0 0 1 3 ] L< 14. HulB-if- YmWfWf'—?*' 
\£j^ y bOj£fi$fc7"5'"f'<.-b I P7 b'l^Xi: LTffl 
l^fflfBGi 1 P T b'l'XdSMSLT SfE^o-A;!- I 

IJfe/'o-AVH PTKU-XJi^fi-r^^SiS^cor^^ 

ocOiUftSfcJT'n-^U I P7K "<•- b * -y 
b V-7tzmWt«imX'$>&cr)X\ ?u-J<.)V IPTVU 

\^^^iz\±*coft®*mm-z> . 

[0014] z\<n^mz£ 0 . mmztix^%\^#>* 

xh%>izmm-&ft®<r)mmtf%<zc*) . ^assns-ni 

jST'^S. ff±L<«. IftfBr^^-b^y b«7-7 
l^<0&^J4. JE^'yfV-?. -fy?-*7 bSrtf-L 

[00 151 Sfc(c, *jfl6BHti. -f^-*7hHL 
X77-K— b7— ^138: 1 PvxtfU- b'^fg 



-/ by-? foju-fimix . Mie'U-^c 1 p 
m%%ixhW£<nWk<?rf'%}-fc* b£. TwIBi^jfrxb 

fcrnn- bmw^m c f—y'^x'im\,z^m^i>TMb , 

Htft^-^ti. mIB-T h^co^^lC ImIB 

*-b#^fc LTii51Bfl&WK- b^£J3^£lS 
fc. HulB/U-^ti. lulfir^^^-b^-/ h7-?V) 

t«EiIf-h»9*»f— ^t#S8L, 
•y hcOBtffB)Mfi7t:^'-hS^-i: tTfflv->A,^fffBl*lgC 

^Bflia^^^b^^ffi^^HMiB^"^^ 

^-b^-y hy-fmmmfimzmm^h. 
[0016] z^rnz x 0 . jje*»wk 1 

t?-4>9—*-v y^<rm^w$fiiz\±\^<F>yx3-)<>)v 

I PTKU-XAWUf ^-hS^TWx-^/U* 
<y b V-^-^^ISJ^^tCt, 1 -^<7)^0— I PT 

[00 17] 

^3 0 0Sr*^LTft«.. affiJKSS^r?^ ^- b* -y 
h>7-^100, 2 0 0<7)&«1<zmtt>iXZ>)V—94 
0, 50liDHCP (Dynamic Host Co 
nfiguration Protocol; UrS^X 
«7D>3;Hil6, DNS (Domain Na 
me System) flSfjg. I P?^l/-FilSJt 

^-b-r^.. 

[0018] iixfe(?5«tt&W!^- Hcff-?7\ 

4 0. 5 0CI1 DHCPxybU-7 i -7';t-4 0A N 

5 OA. DNSxyh'J-f-7M0B. 50B, ^ 
-b#^fDf-^4 0C, 5 0C*>W^§ 
ix^.. r^-f^-b^y bV-^ 1 TSY 
S*PC 1 O^^'ISlB^C-f V9~^ y b4 00l;g 

b 4 0 0 SriSSi LT 7° 5 -< b ^- y b 7— ? 2 0 0 

[0 0 1 9] 0214/1— ^40, 5 0tf0DHCPtitg5r 
ittHJ'r^llT*)&. J: d ^7-fT>-bSiS 

*PC10. Hf-AjQjfcPC 2 0 . -f-^'4i85fcPC 2 1 
{4. «igcOSAf^ DHCP^-fryb^fESr^fflL 
TiltS D H C P t-Am-^ 4 0. 5 0£*rLT 
J°y4 b I PT b*L^£g;£-r-& (*iaO(D. 0, 
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0^-^4 0, 5 0lii3t^^7^fT>«*PCl 
0 % -tfwOBslcP C20. Uw0§3fcP C21t« Lr 
^'f'v.-MPTFW: aaaa, dddd. eee 

[0020] 
[SSI] 

RT4O0JDHC PI> h'J-f-^4 0A 









PC 1 0 


a. a. a. a 
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RT5CXDDHC PX> h'J— t-— ^U5 O A 





1 P7KUX 




PC2 0 
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PC2 1 


e. e. e. e 





[0021] ±Mi<7>m 1 , 2 ± 5 C« /I*—* 4 
0. 5 0ODHCPTFWXT— (Sfl^T^ilS I P 

— AO 1 j (± s #Ji.(4\ f-^^v h (Te I net) t 

[0022] <0^ift*X h£»4#%BJ!<0«8ljg 

'3,;l/-^40 > 5 0tfU®LX^&-£X<V? : ?'( TV 
«*PC10, t-^PC20, -9--ASg3fcPC 
2 i<o*xb«l:MSL'SrvuafcW3Tfeii*. =5: 
;7-f7y«*PCl 0, -9wn"SS*PC2 0, 
• ) f-^*ag*PC2 1(4, *xh4PCi o. *xh*P 
C20. W^PC 3 0t*il?iX%>'J<>ft=tlZ>. i 
it. *X^PC2 0, PC 2 3S2fc^rr 
±9t=. ^tf-X h&te*)—'<0 1 . t-^0 2soj:p 

[00 233 Mikmzli. *m<r>Q>\,zm-t X olz. 7? 
A TV h3fg*PC 1 0*»fe^-^4 0CMLTDHC P 
SrJf -ft&W** 7h (DHCP DISCOVER) 
#i*ft£;ft.&i:. W4 0(i^7>fr>'MS*PCl 
OCftavcy-yh (DHCPOFFER) £iMfILT? 
7^TVhffi5RPC 1 OOTKU-X ; aaaa-HRHST 

R*(c, xmnoizyjk-tiotz. -9-wcaa*PC2 
0 ? 5 0 (c*f LT D H C P ^Wrfti^t^ •■/ 



Y- (DHCP D I S COVER) WmmZtl&t. )V 
-?5 0l±V—^i%i3iPC2 0l,Zim;-<'>- v h (DHC 
P OFFER) SriH(iL-C-9--^'5S*PC2 0c7)TK 
l^X ; dddd£$ji$T!>. 

[0024] ^HtfOOCii^T, -?-Aig3fcP 

C 2 1 rt^/l^-? 5 0 iZttLX DHCP SrJTf fctfxTVN- 
^-yMDHCP D I SCOVER) #*jMfi£iX<rs> 
fc . 5 0ti-9--v\'«*P C 2 1 IZj&gsSir-y h 

(DHCP OFFER) i&iIfitT-9--^Si*PC2 
ICOTFl/X ; e e e e £§IJ3T&. 03(471-— 4 
0, 5OcODNS&tg£|&HJ-f!>0-e£>&. *0Jc5cf 
PC 2 0 tf^rlV^ ••/ h (Telnet)t- 
'^MMBfc^U 77-f7yhffl*PC10!6<fM7b 
7 7 -f hm&tt LT V fc . 

[002 5] ^7^r>-hffi5fePCl 0C7)DNS 

fc. 4 otoDN st-/^xyM)-{yi-? 

5 0*«ft£$iVt^fc A—rSMO, 50 
[CfeWC, DHCP<OrKl^xr-7K4DNSX>-M) 
-7 s — ^{=i»5EK-r4J:3fe:L-C*J<. <r*Uc4 
0, ;U-^4 0, 5 OODNSXi'MJ-f-7'WiT 
ieco*3, 50<fcdtc^ri>. 

[0026] 
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RT40D)DNSX> |« iJ-f-^4 0 B 





l P7 KUA 




PC10 


a. a. a. a 
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RT40(ODNSX>h iJ-f-7^4 0B 
(DNSIfc«R««> 





I P7 KU* 




PC 1 0 


a. a. a. a 




PC2 0 
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it— /^O 1 
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RT 5 0(DDNSX> h 0 B 








PC2 0 
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■9-/^0 1 


PC2 1 


e. e. e. e 
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[0027] DHPCOTFl/Xr-^tHt<> 
^40. 5 0(iDNSxyh)j-f-7;H:(l H^^f 

(FQDN ; Fu 1 1 y Qualified Dom 
a i n Name ) N*£rffiffl LT l^S ) I P 
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Witt. *0^(D^*-r±otc. 9 
yJT>hmtPC 1 0f±. t-^S*PC2 0l:^L 

£\ /P-^4 0(C^LDNS^rav^^^tTOo 
[0 0 2 8] ^m<7ymz^J:oiZ, }V-94Q\&^ D 
NSXVh'J -t--;//U7)* 3 ^-ASjg* P C 2 0 ^ 

»J -Cfot/^ ? 5 0 tcW L D N s coFSJv v££r££fT 

r P C 2 0 j COD N Scorav^^SrSflTS fcDSN 
xyb'J — r— y;Pco^4 rpc20j coxvMJ- 

£ ^"u— IPTKl/^c.c.c.c ^jS^^^T 
l±3r< . =f%)** h& r-tfw<o 1 j i: ^'o-A/u I p 

[0 0 29] imcO®>{Z^-f£o\<Z^ ;V~^4 0(±DN 

entification (SBfl) 7 4 — ^K£«M2t- 



S<r k^J: 0. rpc 20 j T^v^^^tcT)^ 

dco^T. ;l~^4 0(5. *4coJ:3t. rpc2 
o j J;:*tU ^*xh£ r-^-Ao i j codnsxv 

*PC10fc»LTDNS*Mi»£frd. K^-f^li 
TPC20 j tdLT. I PTH1/X(i;l— *4 0j&*JR§ 

r x . x. x. 1 j 5rAixT^^>frvh^*PCl 0 

[0 0 30] ^rfc. A>—^4 0frh?74T>VmfrP 
C 1 0^?)DNSJ£^±. DNScO^r-rS/jL^H^ 
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*pci oitzhh— ^.^(o^^^^m^^-t^t. 
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